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/ Intercity Data Flow

- Adatgyujtes es elemzes a tereprol
valos idoben uzemeltetesi es
biztonsagi celbol.

Huszar Balazs
Senior IT Security Consultant
Ace Network Zrt.
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['T1 OT Visibility Gap — Hol veszik el az
adat?
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&A Zart, legacy rendszerek (PLC, HMI, SCADA)

a Szabvanyok nélkuli adatforrasok, ipari protokollok

N
n Korlatozott hozzaférés — Uzemidd > minden mas
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['T1 No Logs, No Alerts — Just Damage

i A virus manipulalta a PLCket €s iranyitotta a centrifuga
éﬂ forgasi frekvenciajat, hogy fizikai terhelést okozzon

A HMI hibasan ,,OK”-t jelzett, mert a rendszer hamis
adatokat mutatott vissza

Nincs log, nincs riasztas = csak fizikai meghibasodas és
uzemszunet tapasztalhato
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1 Understanding SIEMs

Mi is az a SIEM? - A Security Information and Event
Management

Céljuk: lathatésag, 6sszefuggesek felismerése, gyors
reagalas.

A Splunk nem csupan egy SIEM — egy adatplatform,
amely minden tipusu gépi adatot képes feldolgozni:
biztonsagi eseményeket, haldzati napldkat,
szenzoradatokat vagy akar gyartasi metrikakat is.




/1CE NETWORK

Ml HobData Left Behind — Splunk Edge
u

i Hardveres peremhaldzati eszkoz, kimondottan OT
ﬂ%ﬂ kérnyezetekhez

Kozvetlen adatgyujtés PLC-b6l, szenzorokbdl,
~= protokollokon keresztil (Modbus, MQTT, Syslog, REST,
stb.)

Valos idejl adatfeldolgozas edge-en — meg a tovabbitas
1 elott

Biztonsagos kapcsolat a Splunk kdozponti rendszerhez
(Enterprise / Cloud indexer vagy HEC)




Splunk Edge Hub

Edge Al generates insights

: Machine learning and deep learning are enabled on individual
‘ sensors to detect anomalies and other patterns at the edge -
(0) without sending data to the cloud.
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Industrial protocols boost robustness

Natively supports MQTT, SNMP, ModBus and OPC UA protocols.
oo Features an IP66 rating for durability.
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Connectivity keeps you in the know
Options include Power over Ethernet or Wifi 2.4/5ghz, LTE

Cellular connectivity, and Bluetooth. Accessible through Splunk
H Connected Experiences including mobile, AR and TV.
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The
Splunk
Edge Hub
enables
expansion

Splunk Edge Hub containers

- Jelenleg elérheto:

« Splunk UF
 Litmus.IO
e Node-Red

* Nemsokara elérheto:

e Cyber Vision
« Zeek
 ThousandEyes

« Splunk Edge Hub SDK — Custom content




Splunk Edge Hub

A Cisco Cyber Vision container is available for the collection of OT security and vulnerability data sources on the edge.

Functionality:

® Dynamic asset inventory

L Passive and active discovery

®  Vulnerability detection

® Risk scoring

® Splunk ES integration
Uses-cases:

e OT Security

Cisco® Cyber Vision enables organizations to ensure the continuity,
resilience, and safety of their industrial operations by providing
continuous visibility into their Industrial Control Systems (ICS) to
understand their security posture, improve their industrial networks
efficiency, and extend IT security to their industrial operations.

Good to know:

® 2024 SPLUNK LLC

Requires Cisco Cyber Vision license
Data ingest via Add-on app
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Universal Forwarder Container

Splunk Edge Hub

A Splunk Universal forwarder container is available for the collection of more traditional IT data sources on the edge.

Functionality:

o Log collection via HEC port or TCP/UDP ports

] Act as an Intermediate forwarder via traditional S2S.
®  Centralized Deployment Server
o

Local container configuration via yaml upload
(inputs, outputs, ports.)

Uses-cases:
e OT Security

HMI monitoring - HMI's traditionally run older Windows versions
and are very vulnerable due to a lack of patching. UF's on the HMI's
can collect security logs to the Edge Hub UF as a extraction point.
Network logs - O.T. network events can be collected from the local
network and forwarded on to Splunk.

e OT Systems

System logs from operational systems can be collected and
forwarded. This allows for operational monitoring of control
systems. etc.

Good to know:

. Scalability limits (Not an IT data syslog replacement)
. Allows single device egress point of OT network

© 2024 SPLUNK LLC

Splunk Edge Hub advanced settings
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,';E_,':, Beyond Logs — Adatbdl tudas

Az Edge Hub adatai valos idoben elerhetok a
Splunkban

Erds vizualizacio — interaktiv dashboardokkal (pl.
App for Industrial 10T)

Automatikus korrelaciok, outlier detection, prediktiv
elemzések

Karbantartasi, termelési és biztonsagi
szempontokat is lefed

Mindez egy fellleten, k6zos kontextusban
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Observability

Detect Investigate | Respond

Powered by Splunk Al

APIs | Integrations | Models | Visualizations

Manage | Search | Federate | Automate

venmt v L
Third-Party On-Prem
Tools Data Centers

Public
Clouds

Splunk Edge Hub
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Welding booth - Station 1

AP FACTORY ANALYTICS - BODY ASSEMBLY

Edge Hub

Y ~
Data points analysed Vibration errors BASE MOTOR — gyo_y  — prediction
- Vibration leved 2
— Vibration trena B e —
Elbow 1 vibration anomaly detected ' ﬂ' 2024 4190 PM 420 PM 4:30 PM 4:40 PM 450 PM
= \
ELBOW 1 MOTOR
Elbow 2 =y =
Vibration leved 200 Yy
‘Y A Na :
143, 0 l F ‘
Vibration trend o : '
R ']
D 2024 410 PM 420 PM 430 PM 4:40 PM 450 PM
[
ELBOW 2 MOTOR
——gylo_y — prediction
Vibration leved 2
~
{__,' N "._9 1 l %A
Vibration trena b - FERIY
E‘ '2024 .l.ﬂ ™ .4:20 ™~ .4;10 ™ -4:40 ) 450 PM
.
4 o
CONSUMABLES ELBOW 3 MOTOR
— gyro_y = prediction
Vibration level 2
Contact tip Welding wire Welding gas Cleaning Station a o
Yemperature Quality Level Level Up time 10 1 l h
= & K ] \ - ’ Y Vibration trend o T
872 82x 41%x 95% 95«
& S ¥ dim /O (o] X -y /0 3 /0 N
4 2024 4190 PM 420 PM 430 P 4:40 PM 450PM
. R




Datacenter Sensors

Datacenter Sensors
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CURRENT CROWD'L

ESTIMATED OCCUPANCY
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TEMPERATURE HUMIDITY DESCRIPTION

13-, 90« o broken clouds

METRO ARRIVALS
Station 3 Direction & Arrival 4
time

Corentin-Carlou Mairie d'vry « Villejulf - Louls 09:30:06
Aragon

Porte de la Villette Mairie d'vry « Villejulf - Louis 09:26:20
Aragon

Delphine Seyrig Porte Dauphine (Avenue 092149
Foch)

Porte de Pantin - Parc de la Porte Dauphine (Avenue 09:2102

Vilette Foch)

NORTH ENTRANCE
CONGESTION (People per min)

WEST ENTRANCE
CONGESTION (People per min)

EAST ENTRANCE
CONGESTION (People per min)

SOUTH ENTRANCE
CONGESTION (People per min)
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71 One Platform, Two Worlds — IT és
OT konvergencia

« Splunk egyedulalléan alkalmas IT és OT adatok
integralasara

« Ugyanabban a kornyezetben:
« gyartasi adatok,
» felhasznaldi viselkedes,
* Dbiztonsagi esemenyek,
* (Uzemeltetési naplok

« Konvergencia = gyorsabb valaszido, hatékonyabb
uzemeltetés, jobb biztonsag
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ACE Network Zrt.
huszar.balazs@acenetwork.hu
Tel.##36 20 801 4000



https://www.linkedin.com/company/acenetwork/
https://www.facebook.com/acenetworkzrt/

